iBRQOOO

Software Manual






Notice:
Videx, Inc. reserves the right to make improvements or changes in the product
described in this manual at any time, without notice.

Disclaimer of All Warranties and Liability:

Videx, Inc. makes no warranties, either expressed or implied, except as
explicitly set forth in the Limited Warranty below, with respect to this

manual nor with respect to the product described in this manual, its quality,
performance, merchantability, or fitness for any purpose. Videx, Inc. software
is sold or licensed “as is.” The entire risk as to its quality and performance is
with the buyer. Should the programs prove defective following their purchase,
the buyer (and not Videx, Inc. its distributors, or its retailers) assumes the

entire cost of all necessary servicing, repair, or correction and any incidental or
consequential damages. In no event will Videx, Inc. be liable for direct, indirect,
incidental, or consequential damages resulting from any defect or the possibility
of such damages. Some states do not allow the exclusion or limitation of
implied warranties or liability for incidental or consequential damages, so the
above limitation or exclusion may not apply to you.

Limited Warranty:

Videx, Inc. warrants this product to be free from defects in material and
workmanship for a period of one (1) year from the date of original purchase.
Videx, Inc. agrees to repair or, at our option, replace any defective unit without
charge. Videx, Inc. assumes no responsibility for any special or consequential
damages. No other warranty, either expressed or implied, is authorized by
Videx, Inc. Some states do not allow the exclusion or limitation of implied
warranties or liability for incidental or consequential damages, so the above
limitation may not apply to you.

Copyright Notice:

This manual is copyrighted. All rights are reserved. This document may not,
in whole or in part, be copied, photocopied, reproduced, translated, or reduced
to any electronic medium or machine-readable form without prior consent, in
writing, from Videx, Inc.

Copyright © 2007-2008 by Videx, Inc.

1105 NE Circle Blvd., Corvallis, OR 97330

Phone (541) 758-0521 Fax (541) 752-5285
http://www.videx.com ° sales@videx.com * support@videx.com



Trademarks:

Java is a registered trademark of Sun Microsystems, Inc. in the United States
and other countries.

Windows is a registered trademark of Microsoft Corporation in the United States
and other countries.

TouchProbe is a registered trademark and iBR9000 is a trademark of Videx, Inc.
in the United States and other countries.

Mac, and Mac OS are trademarks of Apple, Inc., registered in the U.S. and other
countries.

All other trademarks are properties of their respective owners.



Table of Contents

Introduction and Setup

System and Hardware Requirements.............cccccovevveenennnen. 1

Software Installation - PC..........cccoooieiiiiiiiiniiiieeieeeee, 2

Software Installation - Macintosh............cccceeevvevvencieeneennen. 3
Adding Hardware

Using the iBR9000 EncoderLink Software ......................... 5

Software Operation

The Audit Trail Tab.......ccceeviieiiieeiiieieeeeeee e 11
The Readers Tab.........cccoevieeiieiieiieeieeieeeecie e 15
The iIBUuttons Tab.........ccoocieeiieiieniieiecieeeeee e 17
The Downloaders Tab .........cccoeovveeiieiieniieieeieeeeeeee 19
The Settings Tab........ccccoevieeiieiieeieeieeeeee e 21
Help and Support
ConteXt Help .vvveeiieeieeeieeee et 31
Software Updates.........ccevveeeeuieeiciiieeiieeeiee e 33

Customer Support POIICY .....cccvvvveiiieciieeiieceeeee e 34



Technical Information

Application SPecifics ......cccevvirirrieriineiiiiiereeiceeceee 35
Database Information...........cccceecverieniniineeneniicnecene 36
Running iBR9000 from a Server .........cccceeceeverienecniennene 37
Additional Communication Options............cceeveeeveenueennee. 39
System Tray Icon Functionality.........c.cccoceevenieninnicnnnnnens 40
Restoring the Database ...........cccceevieiiiiiiiiniiiiieniceeeee, 41

TroubleshOOtINgG .......covvieiieiiiiieeeeeee e 42



CHAPTER 1

Introduction and Setup

The iBR9000™ is the latest addition to the Videx data collection
family of products. It is a lightweight, portable device that reads
iButtons®. The reader is small enough to fit on a keychain, yet
durable enough to withstand repeated drops and harsh environmental
operating conditions. The memory can store at least 9,000 button
reads before it becomes necessary to download the data.

(" Applications for the iBR9000 include: )

* Security guard tours

* Cell checks and inmate tracking at correctional institutions
 Transport and container tracking

* Industrial maintenance rounds

* Fire equipment inspections

* Data collection in agricultural settings

.

The iBR9000 software is web-based, meaning that the application
runs within a browser window. The iBR9000 EncoderLink helper
application is powered by Java®, which provides the interface
between the software and the hardware.

System and Hardware Requirements

The iBR9000 software requires Windows XP or Vista, or Mac

OS X 10.4 or later (Intel processor machines only). Windows
machines require a minimum of 512MB of RAM, a 1GHz or faster
processor, and 4GB of free disk space.

System and Hardware Requirements 1
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Besides a computer that meets the necessary requirements, a
functional iBR9000 system must comprise at least one iBR9000, one
IR Encoder, and one iButton.

Software Installation - PC

To install the iBR9000 software, insert the application disc into the
CD-ROM drive and double-click the iBR9000-Setup icon to launch
the setup wizard. Once the InstallShield wizard launches, simply
follow the prompts given on the screen.

iBR9000 Software - InstallShield Wizard

‘Welcome to the iBRI000 Software by Videx Inc.

Figure 1-1: Installing the iBR9000 Software

2 Software Installation - PC
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Software Installation - Macintosh

To begin, insert the iBR9000 software installation disc into the
computer’s CD-ROM drive. A window displaying the contents of
the disc will appear automatically.

006 __iBRO0OO Installer o

2 items, 417.2 MB available
; jnduhe
{‘ IBRO000Manual.pdf

IBRO00O

@
Figure 1-2: Contents of the iBR9000 Software Installation Disc

Double-click the icon for the iBR9000 installer package. The
installer will launch and then prompt for confirmation before
beginning the installation process. After confirming the install,
follow the prompts given on the screen.

Software Installation - Macintosh 3
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8eoe @ Install IBROO0D

Welcome to the iBR9000 Installer

Welcome to the Mac OS X Installation Program. You will be
© Introduction guided through the steps necessary to install this software.
® Select Destinati a\

[ ] Installa(uom‘l’vpe-
y ; - This package contains a program that
® install L determines if the software can be
® Finish Up ! = installed. Are you sure you want to
continue?
ujl If you're not sure about the source of this package,
| 5 click Cancel to prevent it from running the program
L = and installing the software.
)
[ Cancel ) ( Continue )

Go Back Continue

/a
Figure 1-3: The iBR9000 Installer with Confirmation Dialog

The default installation location is the Applications folder. To launch
the iBR9000 software, double-click its icon.

8nn |+ Applications

[ J=o)(][3Q @ )

| LY
I &)

E——————

k 1 of 57 selected, 617.49 GB available b

Figure 1-4: The iBR9000 Icon in the Applications Folder

Software Installation - Macintosh



CHAPTER 2

Adding Hardware

In order to view information on iButtons, readers, and audit trails
in the software application, the hardware components must be
introduced to the system. Once in the system, readers and iButtons
may be given meaningful names to make the audit trail data more
recognizable.

Using the iBR9000 EncoderLink Software

Adding iButtons to the software is as simple as touching them
with an iBR9000 reader and then downloading the data from the
reader to the software. Downloading data from iBR9000 readers

is accomplished through the use of a helper application and a

USB device called the IR Encoder, which uses infrared light to
communicate with the reader. The helper application is called
iBR9000 EncoderLink, and is started by clicking the Launch button
in the upper right-hand corner of the iBR9000 application window.

Figure 2-1: Reading an iButton

Using the iBR9000 EncoderLink Software 5
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@ iBRgooo (“Update 3 [ About 3
QA w & Audit Trail Readers

| iBROODO Name | Event Date / Time [ iButton Name | Download Date / Time' | BLOZLE |

1Buttons Downloaders Settings |

Click here to launch the iBR9000 EncoderLink software.

Figure 2-2: Launching the Helper Application

If prompted by the web browser, either save the file to disk or
choose to open the application with the Java Web Start Launcher.
If available, check the box labeled “Do this automatically for files
like this from now on” to avoid being prompted every time the
application is launched.

6 Using the iBR9000 EncoderLink Software
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()

File Download

Do you want to save this file?

@ Mame: Encoder.inip

Type: Unknown File Type, 998 bytes
From: localhost

Save Cancel

harrmn your computer. 1F pou do not trust the source, do not save this

@ “while files from the Intemet can be uzeful. some files can potentially
file. What's the rigk?

Opening Encoder. jnlp El
‘fou have chosen ko open

@ Encoder.jnlp
which is a: INLP File
Fram: http:filacalhost

What should Firefox do with this file?

@Qpanwwth Jawa(TH) Web Stark Launcher (defa...

() Save to Disk

Do this autamatically For Files like this from now on,

Check this box to avoid
future prompting.

Figure 2-3: Web Browser Prompting for Action on File Launch

After the application has been launched, the iBR9000 EncoderLink
window will appear. It is ready for use when the following message
appears:

| iBR9000 EncoderLink A=

File  Options  Help

F Encoder.

Figure 2-4: Helper Application Ready for Use

Using the iBR9000 EncoderLink Software 7
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Place an iBR9000 reader approximately 3 inches from the IR
Encoder, as shown in the photo below. The use of a USB extension
cable is recommended for convenience.

< Y Y . g 2R

Figure 2-5: Downloading an iBR9000 Reader

When the IR Encoder detects an iBR9000 reader, it will initiate
communication. The reader should remain near the IR Encoder
while the communications session is in progress. Messages
describing the current operation or status will be displayed by the
iBR9000 EncoderLink application. The reader may be removed
when the success message shown in Figure 2-9 appears.

R9000 EncoderLink

e Options  Help

iBR9000 Found: B4603EDF0

Downloading audit trail from iER9000.

Figure 2-6: iBR9000 EncoderLink Downloads iButton Read Events

8 Using the iBR9000 EncoderLink Software
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1iBR9000 EncoderLink

- =
Options  Help

Processing iER9000 config: B4603EDF0

uration to i

Figure 2-7: Configuration Information is Transferred to the Reader

/] iBR9000 Encoderlink =3

Processing iER9000 config: B4603EDF0

iguration

14BRI000 EncoderLink =3

Configuration successful.

ol nove the iBRI000.

Figure 2-9: A Configuration Success Message Is Displayed

Repeat this process for each iBR9000 reader that will be used with
the system. The serial numbers of the readers and all the iButtons
they have contacted will automatically be added to the iBR9000
software.

Using the iBR9000 EncoderLink Software 9
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@ iBRgooo (“Update [ About 3 g’?

? @ | Aundit Trail Readers | iButtons | Downloaders | Settings ‘ \
iBRO00D Name | Button Reader ID ‘ Last Communication ‘ Yoltage |
B45ACF7D2 B45ACF7D2 TR 2007-00-11 14:04:35 | 2.968 |
B45F82E08 B45F82E08 Audit Trail 2007-09-04 13:43:35 | 2.968 |
B4603EDFD B4603EDF0 udit Trail 2007-09-06 15:15:00 | 2.968 |

Figure 2-10: Hardware Displayed in the iBR9000 Application

Alternatively, iButton IDs may be imported from a text file. This
process is detailed in the section titled “The iButtons Tab” in

Chapter 3.

10 Using the iBR9000 EncoderLink Software
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The main page of the iBR9000 software displays audit trail data

for the iButton contacts that have been recorded and downloaded
from readers. The next three tabs display information pertaining to
readers, iButtons, and downloaders. The Settings tab contains all the
options which specify how the system operates.

The Audit Trail Tab

Under the Audit Trail tab, each entry contains the ID or name of

the reader that made the iButton contact, the date and time of the
contact, the name or ID of the iButton contacted, and the date and
time that the event was downloaded to the software. To change

the order in which the entries are displayed, click on any of the
column headings to sort by that field. Clicking the selected heading
more than once will toggle the sort order between ascending and
descending order. A yellow triangle appearing in one of the heading
cells identifies the current sort key and order.

@iBRgooo [“Update [~ About g’ﬁ\
2 Q @ [B|  AuditTrai | Readers | iButtons | Downloaders Settings ‘ ..ﬁ

Entries Per Page ‘200 v‘ “ 4 page1of1 b W

iBRODOO Name [ Event Date / Time [ iButton Name | Download Date / Time' | @GEILE

B45F82E08 | 4/4/707 1:41PM 010000075C4FDF | 4/9/07 1:43 PM »
B45F82E08 | 4/4707 1:43PM 01000003463322 | 4/9/07 1:43 PM »
B45F82E08 | 474707 1:44pm 010000085BBE62Z | 4/9/07 1:43 PM »
B45F82E08 | 474707 1:46 Pm 010000075C3C72 | 4/9/07 1:43 PM »
B45F82E08 | 474707 1:48Pm 010000075CD3C7 | 4/9/07 1:43 PM »

|
Click a column heading to sort by that field.

Click heading again to change sort order.

Figure 3-1: Selecting a Sort Order

The Audit Trail Tab 1"
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Pagination allows the user to customize the display of audit trail
data by selecting the number of events to display at one time. Events
are then divided up into pages of the selected size, rather than being
displayed all at once in a long list. This helps to maintain good
browser performance, since rendering larger pages takes more time.

To use pagination, select a number from the Entries Per Page
pull-down list, and navigate through the pages using the green arrow
buttons. The double arrows (4 and p) skip to the first or last page
of events, respectively. The single arrows (4 and ) flip to the
previous or next page in the set.

@iBRgooo ams e

QA W @ Audit Trail | Readers | iButtons Downloaders | Settings

Entries Per Page | 200 ¥ | 4 4 Page1of1 b b
iBRIDDO Name A Event Date / Time | iButton Name A pownload Date / Time' | @LEZLE
B45F82ED8 4/4/07 1:41 PM 010000075C4FDF 4/9/07 1:43 PM |3
B45F82ED8 4/4/07 1:43 PM 01000003463322 4/9/07 1:43 PM |3
B45F82ED8 4/4/07 1:44 PM 010000085BBEG2 4/9/07 1:43 PM |3
B45F82ED8 4/4/07 1:46 PM 010000075CG3CG72 4/9/07 1:43 PM |3
B45F82ED8 4/4/07 1:48 PM 010000075CD3CG7 4/9/07 1:43 PM |3
Select the number of Navigate the pages using
entries per page here. these arrows.

Figure 3-2: Pagination of Audit Trail Data

Rolling the mouse pointer over the blue » icon in any row will cause
a pop-up menu to appear, containing options for renaming the listed
iBR9000 reader or iButton. Selecting either option will bring up the
appropriate Properties page, where the item name may be changed.
For further information, see the sections titled “The Readers Tab” or
“The iButtons Tab.”

12 The Audit Trail Tab
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2 Q@ % [©| Audit Tral | Readers | iButtons | Downloaders | Settings | ! ._d
Entries Per Page |2EIU V| “ 4 page1of1 B B

iBRODO0 Name [ Event Date / Time [ iButton Name | Download Date / Time' | @

B45FB2ED8 ‘ 4/4/07 1:41 PM 010000075CG4FDF 4/9/07 1:43 PM b

B45FB2ED8 ‘ 4/4/07 1:43 PM 01000003463322 4/9/07 1:43 PM b

B45FB2ED8 ‘ 4/4/07 1:44 PM 010000085BBE6G2 4/9/07 1:43 PM b

B45FB2ED8 ‘ 4/4/07 1:46 PM 010000075G3C72 4/9/07 1:43 PM b

B45FB2E08 \ 474707 1:48 PM 010000075CD3C7 | 4/9/07 1:43 PM Rename iBRODOO

4Rename iButton

Roll over an arrow to reveal the pop-up rename menu.

Figure 3-3: Using the Rename Pop-up Menus

Clicking on any of the data cells will filter the displayed entries so
that only those for the selected item will be shown. For example,

clicking on a particular download date will filter the list so that only
events from that date and time are shown.

@ iBRgooo

2 Q @ [B|  AuditTrai | el | iButtons | Downloaders | Settings ‘ ! ...‘.ﬁ
Entries Per Page ‘ 200 v‘ “ 4 page1of1 b W

iBRODOO Name [ Event Date / Time [ iButton Name | Download Date / Time' | @GEILE

B45FE2E08 | 474707 1:41PM 010000075C4FDF | 4/9/07 1:43 PM »

B45F82E08 | 474707 1:43 M 01000003463322 | 4/9/07 1:43 PM »

B45F82E08 | 4/4707 1:44 Pm 010000085B8E62 | 4/9/07 1:43 PM »

B45F82E08 | 4/4/07 1:46 Pm 010000075G3C72 | 4/9/07 1:43 PM »

B45F82E08 | 4/4/07 1:a8 Pm 010000075GD3C7 | 4/9/07 1:43 PM »

Click a data cell to view only those events
containing the selected item.

Figure 3-4: Filtering the List by Selecting a Data Cell

When the search/filter mode is active, the ‘x’ in the center of the ®
icon pulses slowly, fading in and out between gray and red. Click
this icon to remove filtering from the list (showing all entries again).

The Audit Trail Tab

13
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When there are many entries in the system, it can sometimes be
difficult to locate the desired item by which to filter the list. In this
case, it may be easier to use the software’s search mode. Click the @
icon to bring up the Audit Trail Search page. Enter search criteria as
desired, then click the Go button to retrieve the results. The search

results will override an active filter.

@ iBRgooo

&

Audit Trail Search ?

I

Name

iBR90O0O ID
Event Date
Download Date

Click this button to see the search results.

iButton Name

= 54- Enter search criteria

Figure 3-5: The Audit Trail Search Page

Clicking the [& or exzzm button will open a new browser window

containing a printer-friendly audit report.

Audit Trail Report
9/12i07 1:05 PM
48 ewents

iBR9000 Name Event Date/ Time iButton Name

B46ACFTD2 G287 7:11 AM 01000005465850

BASACFTD2 82907 B:55 AM 01000006BD4E43
B46ACFTD2 G/28/07 B:55 AM 0400000030BADS
B46ACFTD2 8/28/07 B:55 AM 01000005465850

B45ACFTD2 02907 6:55 A 010000075C53368
B4BACFTD2 G28/07 1:27 AM 01000006ED4E43
B45ACFTD2 B27/07 9:29 AM 01000005465850

B45ACFTD2 G24/07 2:46 AM 01000002DE1236
B46ACFTD2 G/23/07 5:44 AM 010000075 CE336
BASACF7D2 823107 3:44 AM 010000035E6100

Download Date | Time
9/11/07 2:04 PM
941107 2:04 PM
9/11/07 2:04 PM
9/11/07 2:04 PM
941107 2:04 PM
9/11/07 2:04 PM
9/11/07 2:04 PM
911,07 2:04 PM
9/11/07 2:04 PM
941107 2:04 PM

Figure 3-6: An Audit Trail Report

14
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The Readers Tab

The Readers tab displays a list of all the iBR9000 readers which
have been added to the system. This list shows reader names, IDs,
the date and time the reader was last downloaded, and what the
reader’s battery voltage was at that time. Like the Audit Trail tab,
entries may be sorted by clicking on the column headings.

After iButtons and iBR9000 readers have been added to the system,
it is helpful to give them meaningful names so that audit trail data
from individual components will be easily recognizable.

To rename a reader, select its ID (or current name) from the first
column in the list.

@ iBRgooo (SOndare ] = g’ﬂ

& @ | Audit Trail Readers | iButtons | Dovwnloaders Settings
iBROODO Name \ Button Reader ID \ | Last Communication | Yoltage \ \
B45ACF7D2 B45ACF7D2 it Trail 2007-09-11 14:04:35 | 2.968 ‘
B45F82E08 B45FE2E08 udit Trail 2007-09-04 13:43:35 | 2.968 ‘
B4603EDFO B4603EDFO Judit Trail 2007-09-06 15:15:00 | 2.968 ‘

Click the reader ID to be changed

Figure 3-7: Selecting a Reader to Give It a Name

This will bring up a Properties page, which lists information about
the selected reader. The only editable field on this page is the Name
field. Enter the desired name, then click the Save button.

The Readers Tab 15
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] iBRgooo [“Upcate [~ About N
e 2

iBRI00O0 Properties 7

1D |B4E03EDFD
Name |Might vvstchman Enter a new name here

Hardware Version 0

o

Software Version |2

Click the Save button

Figure 3-8: The iBR9000 Properties Page

The new name will be displayed in place of the reader’s ID in all
lists, audit trails, and communications logs.

E ~)
@ iBRgooo [“Update 1 [~ About g&

? (5] ‘ Audit Trail | Readers | iButtons | Downloaders | Settings
iBR9000 Name | Button Reader ID | | Last Communication \ voltage | \
B45ACF7D2 | B45ACF7D2 AaditTrail 2007-09-11 14:04:35 | 2.968 ‘
B45F82E08 | B45F82E08 T 2007-09-04 13:43:35 | 2.968 ‘
Night Watchman | B4603EDFO AuditTrail 2007-09-06 15:15:00 | 2.968 ‘

Renamed reader

Figure 3-9: Readers List Showing Renamed iBR9000 Reader

Clicking on the Audit Trail button in a reader’s row will display an
audit report such as the one shown in Figure 3-6, but will include
only those events which were recorded by the selected reader. To
view a report showing the dates and times when a reader was
downloaded, click the Comm Log button at the end of the desired
reader’s row. A new browser window will appear, displaying a
report similar to that shown in Figure 3-10.

16 The Readers Tab
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Communication Log for

iBR9000 Night Watchman (ID # B4603EDF0)
913107 9:01 AM
4 events

Event Date / Time Contacts Voltage IP Address Downloader

9807 3:16:10 PM i} 2965 19110183 W4BCDAZBS
BO7 3:14:32 PM 32 2965 19110183 Y4BCDAZBS
9B07 3:14:14 PM 12 2968 19110183 W4BCDAZBS
9807 3:13:07 PM 32 2965 192.168.1.2  W4BCDAZBS

Figure 3-10: An iBR9000 Communication Log

The iButtons Tab

The iButtons tab is very simple. It is very similar to the Readers tab,
but, as iButtons have no batteries and cannot communicate with the
software, only the name and ID are shown in the iButfons tab, along
with an Audit Trail button.

@ iBRgooo [“Undate [ About 1 y
? @| Andit Trail | Readers iButtons Downloaders Settings ‘ A.."ﬁ

iButton Name: iButtan 1D
01000002DB1236 | 01000002DB1236 Audit Trail ~
0100 22 | 01000 22 Audit Trail

010000035E61D0 010000035E61D0 Audit Trail
0100000546885D 0100000546885D Audit Trail
01000005495359 01000005495359 Audit Trail
01000006BD4E43 01000006BD4E43 Audit Trail
010000075G3G72 010000075C3C72 Audit Trail
010000075C4FDF 010000075C4FDF Audit Trail
010000075C5H33B 010000075C533B Audit Trail

din

010000075CD3C7 | 010000075CD3C7 Audit Trail -
- v

3

Figure 3-11: The iButtons Tab

Clicking any entry in the iButton Name column will bring up the
iButton Properties page for the selected button. The only editable
field on this page is the Name field, which may be changed to
something which identifies the location or function of the button.

The iButtons Tab 17
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@ iBRgooo [“Update (~About 4 g’ﬁ“
& : ‘_ﬁ
iButton Properties
1D [01000002DB1236 |
Name |Hotel Lobby

Figure 3-12: The iButton Properties Page

Clicking the Audit Trail button in any row will open a new browser
window and display an audit trail report for the selected iButton.

Audit Trail for iButton Hotel Lobby

(ID # 010000075C56FD)
10/1/2007 10:36:36

Event Date |
Time

SA9/2007 11:45:04
9/19/2007 11:39:52
S/19/2007 11:39:38

3 events

iBR9000
Name

Day Patrol
Day Patrol
Day Patrol

Download Date |
Time

SP19/2007 11:46:27
9192007 11:40:13
SA82007 11:40:13

Figure 3-13

18

: An iButton Audit Trail Report
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To import iButton IDs from a text file, click the @i button in
the table header to bring up the Import iButtons page.

iBRgooo (“Gpdatc | (“About &“
- 2

Import iButtons ¥

iButtons can be imported into the software from a file. The file should have a single line per iButton with the ID first, followed by the
name (optional). The fields should be space, tab, or comma delimited.

Import File: [(Browse... }=— Click here to browse for the file.

Click here to import the iButton IDs.

Figure 3-14: The Import iButtons Page

Select the file to be imported by clicking the “Browse...” button,
then click the /mport button to read in the iButton IDs it contains.

The Downloaders Tab

The Downloaders tab displays information about the devices used to
transfer information between the software and iBR9000 readers.

Each row in the Downloaders tab displays the assigned name

of the associated downloader, its ID, a button which opens the
communications log for the downloader, and the downloader type.

The Downloaders Tab 19
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W iBRgooo

? @| Audit Trail |

Readers

iButtons

| Downloaders Settings ‘

Downloader Name.. | Downloader ID
VO03FBDCE | VO03FBDCE

V46CDA2BS | V46CDA2BS

VB3FDCDE4 | VB3FDCDE4

\ [ Type
IR Encoder

IR Encoder

IR Encoder

Figure 3-15: The Downloaders Tab

The Downloader Properties page may be accessed by clicking the
Downloader Name cell of the desired downloader. The only editable
field on this page is the Name field, which may be changed to
something that helps identify the location where downloads using the

selected device occur.

@ iBRgooo

&

Downloader Properties

1D [VOO3FEDCE

Name |Security Office

Figure 3-16: The Downloader Properties Page

20
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Clicking the Comm Log button in any row will open a new browser
window which displays a report of communication events involving
the selected downloader.

Communication Log for

Downloader Security Office (ID # VOO3FBDCE)
10/3/2007 14:15:35
11 events

Event Reader Event Date | Time Download Date [ Time
iBRIOOD File Downloaded  Day Patrol (B4SACFD7Z) 8/19/2007 11:46:20  9/19/2007 11:46:32
iBRIOOO Configured Day Patral (BA5ACFD72) 9182007 11:46:28  9A9/2007 11:46:32
iBRIOOD File Downloaded  Day Patrol (BASACFD72) 9/19/2007 11:40:14  9/19/2007 11:46:27
iBRIOOD Configured Day Patrol (B45ACFD72) 9/19/2007 11:40:14 941972007 11:40:18
iBRIOOD File Downloaded  Day Patral (B45ACFD72) 9/19/2007 11:4006  9/19/2007 11:40:18
iBRIOOD File Downloaded  Day Patrol (BASACFD7Z) 8/19/2007 11:33:18  9/19/2007 11:40:13
iBRIOO0 Configured Day Patrol (B45ACFD72) 9/19/2007 11:39:18  949/2007 11:3:22
iBRIOOD File Downloaded  Day Patrol (BASACFD7Z) 9/19/2007 11:44:22  9/19/2007 11:39:22
iBRIOOD File Downloaded  Day Patrol (B4SACFD7Z) 8/17/2007 16:43:50  9/19/2007 11:39:17
iBRIOOO File Downloaded  Day Patral (B4SACFD72) 8472007 16:4304  919/2007 11:39:17
iBRIOO0 Configured Day Patrol (B45ACFD72) 9/17/2007 16:43:50  9M9%/2007 11:39:17

Figure 3-17: A Downloader Communication Log

The Settings Tab

Located under the Settings tab are various options which affect the
operation of the software, as well as some settings which affect the
behavior of iBR9000 readers.
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idex . )
T iBRgooo @S’/
1 | Audit Trail | Readers | iButtons Downloaders | Settings o AGLAUNCH

Settings

Preferences Export Format
Date Format order | Morth-Day-vear v g Inufl;ﬂruhjfnrfmﬁt(.tm(dt) Y Event Date [ Time
3 ext format as follows (.tx!
Separator iButton Name

Digits in year To set the order of the text file data to export |

arrange them in order (by dragging entries) Bikton ) |
N from the top of the list to the bottom. Any items
Time Format @ 12-hour clock O 24-hour clock belove the cutoff line will not be included. | B N0INamS |
[ iBR9000 ID |
[ Errars J [ Trim DB ] [ Backup DB ] Text File Delimiter S S
8 N O T1ab ©® comma O Space
iBROOOD Behavior [ D D |

Beeper & on O Off |

Repeat contact delay 2 seconds v

Downloader IP ‘

Data Export

Write Audit Trail data to file in: Export all downloaded information newer than a given date.
Export file uath‘c\test | Export Now
Apply

Figure 3-18: The Settings Tab

The formatting options in the Preferences section affect the manner
in which dates and times are displayed throughout the pages of the
software and in reports. Changing these options only affects the
display of the data, not the data itself.

)
- VTR iBRgooo

Y Audit Trail Readers iButtons Downloaders

Preferences

Date Format Order | Month-Day-Year ¥
Separator
Digits in year

Time Format & 12-hour clock O 24-hour clock

22

Figure 3-19: The Settings Tab - Preferences Section

The Settings Tab
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Whenever an error occurs in the software, it is recorded in a special
log file. After a period of time, these error logs are compressed
and archived, and a new log is generated. If the software is not
functioning properly, reviewing the error logs may help determine
the cause of the problem. Clicking the Errors button on the Settings
page will bring up the Errors/Log Files page, where the logs are
available for download. These pages are shown in Figure 3-20.

@ iBRgooo (“Update 4 [“About &9
? ‘ Andit Trail | Readers | iButtons Downloaders | Settings ;—ﬁ
Settings
Preferences Export Format

Date Format

order | Monthr-Day-Year v
Separator
Digits in year

Time Format & 12-hour clock ' 24-hour clock

[ Errors ] [ Trirn DB ] [ Backup DB ] Text File Delimiter

iBRDDn‘* Behavior
Beeper & on O Off

Repeat cantact delay

Data Export
write] audit Trail data to file in:

O TouchProbe format (.tmd)
@ Text format as follows (.txt)

To set the order of the text file data to export
arrange them in order (by dragging entries)
from the top of the list to the bottom. Any items
below the cutoff line will not be included.

O Tab @ comma O Space

Export all downloaded information newer than a given date.

Event Date / Time
iButton Name
iButton ID
iBR9000 Name
iBRO00O ID
Downloader Name
Downloader ID

Downloader IP

Expord file path et |
Click this button to view logs of system errors.
@ iBRgooo (“Update ( About 7

)

K

Errors / Log Files ?

Log File ‘ Modified Date Size ‘
catalina.out.3.gz | 9/16/2007 04:02:02 | 2.2 KB |
catalina.out.4.gz | 9/9/2007 04:02:02 | 1377 Bytes |
catalina.out.5.gz | 9/2/2007 04:02:02 1517 Bytes |
catalina.out.6.gz | 8/26/2007 04:02:02 | 1248 Bytes |
catalina.out | 10/4/2007 08:18:36 | 8.7 KB |
catalina.out.1.gz | 9/30/2007 04:02:02 | 1241 Bytes |
catalina.out.2.gz | 9/23/2007 04:02:02 | 1313 Bytes |

These log files contain information about the startup,
running state, and shutdown of the Java servlet service
(either Jetty or Tomcat) that runs this application.

Errors that occur will be logged in these files. Check the file
modification date to find the most recent one.

Click on a filename to download that error log.

Figure 3-20: The Settings and Errors/Log Files Pages

The Settings Tab

23



CHAPTER 3

Software Operation

While errors are automatically archived, normal events in the
database must be manually removed and stored. This process is
called trimming the database. The user enters a specific date, and all
events occurring before that date will be removed from the database
and written to a file named with the current date. To bring up the
Trim Database page, click the Trim DB button on the Settings page,

as shown in the top image of Figure 3-21.

@ iBRgooo (“Update ( About 1 p
2 ‘ Andit Trail | Readers | iButtons BT | Settings Aﬁ
Settings
Preferences Export Format

Date Format

order | Month-Day-vear v
Separator
Digits in year

Time Format & 12-hour clock ' 24-hour clock

© TouchProbe format (.tmd)
@ Text format as follows (.txt)

To set the order of the text file data to export
arrange them in order (by dragging entries)

Erors | [(Trim DB | [(Backup DB | | Text File Delimiter

O Tab ® comma O Space

iBRIDOD Behavior
Beeper & on O Off

Repeat contact delay

Data Export
write Audit Trail data to file in:

from the top of the list to the bottom. Any items
belovs the cutoff line will not be included. IS0V Bme,

Export all downloaded information newer than a given date.

Event Date / Time

Export file path [t | [Test ]
Click this button to trim the database.
@ iBRgooo (“Update 3 [ About 3

&

Trim Database 7

restored from any of the listed files by clicking on the restore button.

The trim files are stored in C:\Documents and Settings\ jeffb\iBROO0OO DB Trims

Trim File | Modified Date Size

Specify the cutoff date here.

This software’s database can be trimmed to remove events with an event date older than the given date. Trimmed data can also be

Click on the trim button to create a new file or append to an existing file called 20080916-ibr-trim.bin

Trim Date Click this button to perform the trim.

Figure 3-21: The Settings and Trim Database Pages - Trimming Entries
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To restore trimmed entries to the visible database, click the Restore
button in the row of the appropriate trim file.

@ iBRgooo (“Uydatc (~Aout 3 p
& ..ﬁ

Trim Database ¥

This software’s database can be trimmed to remove events with an event date older than the given date. Trimmed data can also be
restored from any of the listed files by clicking on the restore button.

The trim files are stored in C:\Documents and Settings\jeffb\iBR9000 DB Trims

Click on the trim button to create a new file or append to an existing file called 2008091 7-ibr-trim.bin

Trim Date

\ Trim File Modified Date Size

‘ 20080917-ibr-trim.bin 9/17/2008 11:22:56 AM Restore 346 Bytes Delete

Click this button to restore trimmed entries.

Figure 3-22: The Trim Database Page - Restoring Trimmed Entries

A complete backup of the database is performed automatically by
the application when it is started for the first time on any day. These
backups are written to files named with the convention “<day>-
ibr-backup.ibk”, where <day> is a three-letter abbreviation for the
current day of the week.

Additional backup files may be created manually. Manual backup
files are named with the convention “<YYYYMMDD-HHmm-SS>-
ibr-backup.ibk” to distinguish them from the backup files created
automatically by the software. The <YYYYMMDD-HHmm-SS>
string corresponds to the date and time at which the manual backup
file was created.

To view the iBR9000 Database Backup Files page, where backup

files may be viewed and created, click the Backup DB button on the
Settings page.
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@ iBRgooo (“Update (~About 1 p
? ‘ Audit Trail | Readers | iButtons Downloaders | Settings Aﬁ

Settings
Preferences Export Format
Date Format order | Month-Day-vear v © TouchProbe format (.tmd) Event Date 1 Time
@ Text format as follows (.txt)
-
Digits in year To set the order of the text file data to export
arrange them in order (by dragging entries)
. from the top of the list to the bottom. Any items
Time Format @ 12-hour clock © 24-hour clock | | below the cutoff line will not be included. B8 OO N e
iBR9000 ID
[ Errors ] [ Trirn DB ] [ Backup DB ] Text File Delimiter
Downloader Name
L O Tab ® comma O Space
Bi
eoper © on © off
Repeat contaet detay
cutoff ...
Data Export
write audit Trail data to file in: Export all downloaded information newer than a given date.
Export ie path c1es | (Feet)
Click this button to view the backups page.
Apply

@ iBRgooo Undate |
(&

iBRO000 Database Backup Files 7

E
K

This program’s data is backed up to C:\Documents and Settings\jeffb\iBR9000 Backups

Click on the backup butten to create a new backup file called 20080917-1138-39-ibr-backup.ibk

Backup File Modified Date Size
wied-ibr-backup.ibk 9/17/2008 09:14:35 AM 90.4 KB Delete o .

Click this button to
tue-ibr-backup.ibk 9/16/2008 08:44:07 AM 90.3 KB

backup the database.
mon-ibr-backup.ibk 9/15/2008 10:26:06 AM 89.1KB

Click this button to delete a backup file.

Figure 3-23: The Settings and iBR9000 Database Backup Files Pages

The settings in the iBR9000 Behavior section of the Settings page,
shown in Figure 3-24, affect all of the iBR9000 readers used with
the system. Any changes made to these settings will be transferred
to each reader the next time it is downloaded. The Beeper setting
toggles the tones emitted by readers on or off. The Repeat contact
delay setting specifies how much time must elapse before readers
will record a second contact of the same iButton.
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)

? Audit Trail Readers iButtons Downloaders Settings

iBRO0D0OO Behavior

Beeper @ on O oOff

Repeat contact delay

Figure 3-24: The Settings Tab - iBR9000 Behavior Section

The Export Format and Data Export sections of the Settings
page work in tandem to allow the user to create a data set for use
with existing TouchProbe® tools or other custom applications and
reporting tools.

The type of the created file is determined by the options selected
in the Export Format section. TouchProbe files have a pre-defined
format, but text files may be customized. Select a delimiter to
separate the fields, then specify which fields should be included.
The fields, and their order, can be set by dragging the boxes on

the right side of the section into the desired locations, as shown in
Figure 3-25. Any fields which are arranged after the box labeled
“——---cutoff-----"" will not be included in the exported data file.
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- TR iBRgooo

1 Audit Trail Readers iButtons Downloaders Settings

Export Format

© TouchProbe format (.tmd) PR
@ Text format as follows (.txt)
iButton Name
To set the order of the text file data to export 2
arrange them in order (by dragging entries) Bikton )
from the top of the list to the bottom. Any items

below the cutoff line will not be included. [BRO000 Hame
iBR9000 ID
Text File Delimiter

Downloader Name
O Tab @ comma O space

Downloader ID

Downloader IP

i

Figure 3-25: The Settings Tab - Export Format Section

The Data Export section of the Settings page includes options for
both automatic and manual export of audit data from the database to
a separate file.

To automatically export data, check the box labeled “Write Audit
Trail data to file in: ” and specify a path to a folder in the “Export file
path” text box. Audit data will be appended to the file as events are
downloaded from iBR9000 readers.
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9000

Audit Trail Readers iButtons Downloaders

Data Export
Write Audit Trail data to file in: Export all downloaded information newer than a given date.

Export file path‘c\tegt Export Now

1 1
Check this box for Click this button for
automatic data export. manual data export.

Figure 3-26: The Settings Tab - Data Export Section

To manually export data, click the Export Now button to bring up the
Export Downloaded Events page. A folder path and filename must
be specified, as well as a starting date and time. Events occurring
after the specified date and time will be written to the export file.
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_ iBRgooo
&

Export Downloaded Events ?

Audit Trail data can be exported in the format specified on the Settings tab (either text format or Touch Probe format). Choose a
date /time belovs and all events downloaded after that time will be saved to the specified file.

E: rt Fold
uport Folder | C\Dafo - Enter a path and filename here.
Export File Name |iBR_Events ‘

Download Date |1 v|Jan v |2007 | [ o5 o0fon |

Specify a starting date and time here.

Figure 3-27: Manual Data Export Options

The Settings Tab




CHAPTER

Help and Support

4

Help pages are available within the iBR9000 application. If the
information available on these pages is not sufficient to answer any
questions, please contact Videx Technical Support:

Phone: (541) 758-0521
Email: support@videx.com

Context Help

Most pages within the iBR9000 application contain a hyperlink in
the shape of a question mark in the upper left hand corner of the
page. When clicked, this link will open a small browser window
containing helpful hints about items on the current page.

ﬁ iBRgooo (“Update [~ About p

<'?> Iﬁ ‘ Anudit Trail | Readers iButtons | Dovmloaders Settings
dername’ | D loader 1D | | Type
YOO3FBDCE | YO03FBDCE IR Encoder

\
(V46CDAZBS | V46CDAZBS IR Encoder }
|

IR Encoder

YB3FDCDE4 | YB3FDCDE4

Click this link to view context help.

Figure 4-1: A Context Help Link

Context Help
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Occasionally, the hyperlink will appear next to the page title.

@ iBRgooo - W
& ..."ﬁ

Import iBunnns®<— Click this link to view context help.

iButtons can be imported into the software from a file. The file should have a single line per iButton with the ID first, followed by the
name (optional). The fields should be space, tab, or comma delimited.

Import File: |[ Browse

Figure 4-2: A Context Help Link
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Software Updates

The ability to find and download updates to the iBR9000 software is
built into the application. To display the Update Software page, click
the euzzzs button from anywhere within the application.

@ ilg Rgooo [~ Update 4 [ About @

Update Software

2

The iBRID0OD Software can be updated over the internet.

If this machine is on the internet, click on the “Check Now" button to check to see if an update is available. If an update is found, you can
then click on the “Download” button to download the update.

Operation: [Check Now ~a— |f an update is found, click this button to download it.
Result:

Click this button to check for software updates.

Figure 4-3: Checking for Software Updates
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Customer Support Policy

Videx has a commitment to provide excellent customer support. In
the event you experience any problems with Videx equipment, please
contact the Videx Technical Support Department and our technicians
will assist you:

Phone: (541) 758-0521

Fax: (541) 752-5285
E-mail: support@videx.com
Web: www.videx.com

If, after contacting Technical Support, it has been determined that a
product is to be returned, please carefully pack the product, together
with your purchase receipt or other proof of the date of original
purchase, and send it prepaid and adequately insured to:

Videx, Inc.

1105 NE Circle Blvd.
Corvallis, OR 97330 USA

A note detailing the problem is most helpful and should be included
in the box.
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4 N
WARNING:

This section contains information for advanced users only!
Modifying system setups described in this appendix could cause
irreparable damage to databases if not properly executed. Be

extremely certain of your actions before making any changes!
g J

Application Specifics

The iBR9000 software is written in Java. Java version 1.5 or higher
must be installed on the system in order for it to run. To find out
which version of Java is installed on the system, click the “About... "
button in the Java control panel, or type “java -version” at the
system command prompt.

Application pages are served to the web browser by a program called
Jetty, but Tomcat could also be used. For more information on Jetty,
visit www.mortbay.org. Jetty may be started or stopped by right-
clicking on the icon in the Windows system tray, or via the iBR9000
Controller window on Macintosh systems.

Date and time data is stored by the application in Videx UTC format.

This is the number of seconds which have elapsed since midnight on
January 1, 1996.
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Database Information

The default database server is Derby, though it is possible to use
MySQL or SQL-Server. For more information on Derby, visit the
Apache Group’s website at www.apache.org.

The type of database used and its necessary configuration options
may be changed by editing the file named “ibutton.properties”
located in the “webapps” subfolder of the Jetty installation directory.
By default, Jetty is installed in “C:\Program Files\videx\iBR9000
Softwareljetty ”, though it is possible to select a different directory
when installing the software. To change the type of database used,
uncomment the appropriate section of the file and comment out

the default section (commented lines begin with ‘#’). Specify the
appropriate location of the database, its name, and the required
username and password.

A sample ibutton.properties file is shown below.

# derby

database.type=Derby
database.host=USER_HOME\\iBR9000
database.global.name=ibutton_global
database.user=APP

database.pswd=APP

# SQL-SERVER
#database.type=SqglServer
#database.host=172.10.1.92;
#database.global.name=ibutton global
#database.user=sqgl-ibutton
#database.pswd=ibr9000

# MYSQL

#database.type=MySql
#database.host=1localhost
#database.global.name=ibutton global
#database.user=mysql-ibutton
#database.pswd=ibr9000

# common

database.connections.poolsize=10
database.connections.detectleaks=0
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The default database location is another subfolder of the Jetty
installation directory named “derby-data”.

To run direct queries on the database (using SQL), open the URL
http://localhost:8080/ibutton/executeSql.do in a web browser.

Running iBR9000 from a Server

Because a web browser is used to interface with the application, it

is possible to install the iBR9000 software on a server machine and
access it over a LAN or the Internet. Multiple persons will be able to
use the application simultaneously (up to a maximum of 10), and all
data will be stored in the same database.

To change the port number on which Jetty communicates (so as not
to interfere with other TCP/IP services), two files must be modified.
Both are located beneath the Jetty installation directory.

The first file, “url.txt”, contains only one line:

http://localhost:8080/ibutton/

To change the port, simply replace the value “8080” with the new
port number.

The second file, “jetty.xml”, is located in the “etc” subfolder of the
Jetty directory and contains all the information needed to launch the
web server. The parameter named ‘jetty.port” must be edited to
reflect the desired port number. Locate the following line in the file:

<Set name="port”><SystemProperty name="jetty.port” default="8080"/></Set>

Replace “8080” with the same value entered for the new port
number in the first file.
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Changing the Jetty port number on Mac servers is much easier.
While the application is running, choose “Preferences...”” from

the iBR9000 application menu to display the iBR9000 Controller
window. The server status may be seen at a glance in this window.
If the server is running, a green traffic light is displayed. If the
server is stopped, a red traffic light is displayed.

88o iBRO0D0O Controller

Jetty is Running

Port: 8080 € Stop Jetty b
valid: 1025-65535
ensn iBRO00O Controller

Jetty is Not Running

Port: 8080 (" Start Jetty 3
valid: 1025-65535

Log In

Figure A-1: The iBR9000 Controller Dialog

The server may be started and stopped using the buttons provided in
this window. The network port on which the Jetty server listens may
also be changed in this window, provided that the server is stopped
first. Finally, if the iBR9000 browser window has been closed, but
the server is still running, the application window can be re-launched
by clicking the Log In button.
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Additional Communication Options

To utilize IrDA hardware other than the IR Encoder, an application
called iBRAgent was created for Windows and Pocket PC users. It
functions in similar fashion to the iBR9000 EncoderLink application.

The download page for iBRAgent is available at the URL
http://localhost:8080/ibutton/download. 1f downloading remotely,

replace “localhost” with the IP address of the machine running the
iBR9000 software.

iBR9000 Downloads

Cell Phone and PDA applications

IBRAgent - Pocket PC

windows computers with IrDA ports

IBRAgent - PC (18 MB)

IR Encoder

Launch IR Encoder Application

Figure A-2: The iBR9000 Downloads Page

The Jetty server must be running on the host computer in order for
these applications to work, but the web browser need not be open.
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System Tray Icon Functionality

The icon representing the iBR9000 software in the system tray
on Windows computers provides at-a-glance information about
application status and two additional functions.

When the Jetty web server application is loading, the /R icon will
have a white background: @. When the server is running, the
background will be green: E. When the server is stopped, the
background will be red: m.

Right-clicking on the icon will display a context menu which shows

the software version and provides options for starting/stopping the
server and restoring the database from a backup file.

Settings

Stop Web Service

Log Cn

Restore Database

Figure A-3: The System Tray Icon Context Menu

If the Jetty server is running, but the application is not open, clicking
the “Log On” option will open it in the default web browser.
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Restoring the Database

To restore the database from a backup file, choose the “Restore
Database” option from the system tray icon’s context menu.
Restoring a database backup file will overwrite the current database
contents. The application will prompt for confirmation before
continuing.

Restore Database Confirmation

Wi arhing

Once a database restore is stated, the old database information will be lostl Make
sure bo create a backup of the database first betare pou continue.

Are o sure you want to do this?

oK | Cancel |

Figure A-4: Restore Database Confirmation Dialog

Select the desired backup file and click the Open button. When the
restore is complete, a success message will be shown.

Open @le
Laak in |L’f} iBRY000 Backups j 5 B~

|2 20080930-1108-04-br-backup.ibk 2] wed-ibr-backup ibk
| ] fri-ibir-backup.ibk

Q garbagebkup itk

3] ron-ibr-backup.ibk

3\] thu-ibr-backup.ibk

Flename:  [ts-brbackup.ibk
Files of ype:  [BRA000 Backup fils [* k] | Cancel

Figure A-5: Selecting a Backup File to Restore

Database Restore Complete

.
\J ) The database restoration was successful,

Figure A-6: Restore Success Message
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Troubleshooting

Problem - iBR9000 reader sirens when it touches an iButton.

Possible Solutions:

1. The battery was disconnected long enough to stop the reader’s
internal clock. Synchronize it with the software.

2. The reader’s memory is full. Download it using the software.

Problem - iBR9000 reader does nothing when it touches an iButton.
Possible Solutions:

1. Replace the battery - a low or dead battery will prevent the unit
from operating.

2. The reader could be damaged. Contact the reseller from whom
the unit was purchased.

Problem - the software page won’t load in the web browser.

Possible Solutions:

1. Make sure the web server is running. Check for the B icon in
the system tray. Start the web service from the pop-up context
menu if necessary.

2. Check the URL. In most cases, it should be
http://localhost:8080/ibutton.

Problem - iBR9000 reader won’t communicate with the software.

Possible Solutions:

1. Make sure the iBR9000 EncoderLink application is running.

2. Make sure an IR Encoder is connected to the PC, and the
reader is placed within 3 inches of it.
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